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Abstract
 
With respect to privacy on Internet,it is a matter of keen interest to
 
provision security for multimedia mobile communication. This is
 
characterized by the power conscious high speed cryptography of
 
large quantity data. Such demand should be covered by a single
 
VLSI processor system. We describe in this article a hardware
 
security-embedded multimedia mobile processor named HSgorilla
(hardware security-embedded gorilla)by sophisticatedly unifying five
 
up-to-date processor techniques. They are single processor SMT
(simultaneous multithreading), VLIW (very long instruction word),
Java,and random addressing. RAC (random addressing cryptogra-
phy)achieved by HSgorilla is very promising compared with regular
 
cryptographic operations in view of running time and secure strength.
Carefully considering features of image cryptography by RAC,it is
 






















































VLIW（Very Long Instruction Word）
方式と PicoJavaのマイクロプログラミ
ングの技術の融合
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VLIW（Very Long Instruction Word）-like
の同時使用時である．よって，デュアルモー
ドはHSgorillaの場合，４ IPC（Instruc-
tions/Clock），12 Java Byte Codes/Clockを
実現する．
表１ Architectures related to HSgorilla
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7-degree instruction level 2-degree
 

























 6-degree instruction level  Chip 150MHz 0.35-μm HSgorilla0.35
 
Embedded



























Parallel mode TLP (degree) ILP (degree) Total parallelism(degree)
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2.2 ISA（Instruction Set Architecture）
表３にHSgorillaの ISAを示す．HSgori-
llaは，基本的にアーキテクチャgorillaで確




























図２ Organization of HSgorilla
図３ Dual mode execution by HSgorilla
 







述能力を持つVHDL（Very High Speed IC





（clocks)category byte code Mnemonic 動作
0x00  nop 何もしない ０
0x10  bipush  byteで表される数値を int型に符号拡張したものを
オペランドスタックへプッシュする．
１
0x15  iload  indexで指定したローカル変数をオペランドスタック
へプッシュする．
２
0x36  istore オペランドスタックより数値をポップし，それを
indexで指定したローカル変数へ代入する．
２
0x60  iadd  intの加算 ０
0x65  isub  intの減算 ０
0x75  ineg  intの符号反転 ０
Java  0x81  ior  intの or（論理和） ０ ７
0x7f  iand  intの and（論理積） ０
0x83  ixor  intの xor（排他的論理和） ０
0x78  ishl  intの左シフト ０
0x7a  ishr  intの算術右シフト ０
0xa7  goto  PC＋branchへ分岐する． ２
0x99  ifeq  value＝０ならPC＋branchへ分岐 ２
0x9a  ifne  value≠０ならPC＋branchへ分岐 ２
0xa1  if-icmplt  value１＜value２ならPC＋branchへ分岐 ２
0x0c  rlw  Load the content of RNG－addressed D cache into FIFO
０ ４
RAC  0x0d  rsw  Store FIFO to RNG－addressed D cache ０ ５




CPU  Ultra Spark II 750MHz
 
Main memory  1024MB
 






Synthesis tool Synopsys-Dsign Analyzer ver.2001.08-SP2
 
Simulation tool  Synopsys-VCS ver.7.0 Synopsys-VirSim ver.4.3.R2
 







図４ Design environment and steps







































図５ Chip layout of HSgorilla035
図６ Principle of RAC
 













































さ れ た データ（RAC-DATA11～RAC-
DATA22）と RNGからの乱数（RNG11～R-
NG22）とを同期させてデータキャッシュへ
図７ Image cryptography system



































図10 Encryption and decryption for pixel data by RAC
表５ Cryptographic features of RAC VS. Others
 
Cipher  Division of a plaintext encrypted at a time  
Cryptographic means  
Encryption operation  Remarks 
Block  Large fixed length, normally 64/128 bit,exceptionally 1024 bits  
Established de fact stan dard
-






n  Stream  Smaller variable length,a few bits of character  
Not yet de fact  sta n dard
-
DES  Same as block cipher  
X O R ,
scramble,
shift,etc.
Established de fact stan dard
-
C a e s a r cipher  








Substitution  Rather short full text  
Alphabet exchange
 
Tra n s p o s i tion  
Short-length key/diagrams  
Rarely en countered
- -
R a n d o m exchange/
scramble
 
RAC  Extremely long full text  Key of  f u l l-
length random numbers
 
O n e-t i m e p a d  w i t h ideal cipher strength
図11 Running time of RAC VS. Standard XOR
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